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Welcome and introduction 
Time Agenda 
1.00pm Welcome and introduction 

Mark Doepel, Partner, Sparke Helmore and Adjunct Associate Professor of Law 

1.15 – 1.55pm “We said this!” The power of patient opinion and its influence on patient safety 
Michael Greco, Associate Professor, Patient Opinion Australia 

1.55 – 2.35pm “They said what?!” Managing your brand and reputation in the social media age 
Greg Daniel AM, National Practice Leader, Social Media Intelligence, KPMG 

2.35 – 3.05pm Mental health - the role work and workplace trauma may have in accelerating mental illness 
Samuel Harvey, Associate Professor, Black Dog Institute 

3.05 – 3.35pm Afternoon tea break 

3.35 – 4.20pm Cyber security risk: the Victorian public health sector 
Poppy Economakos, Senior Risk Advisor, VMIA  
Rhiannon Hardwick, Risk Advisor, VMIA 

4.20 – 4.50pm From Drones to Genomes  
Paul Hirst, Executive Director, Kianza 

4.50 – 5.00pm Aon wrap up 
Kenneth Corcoran, Aon Health Practice Leader – Pacific 
Paul Gordon, Aon Hewitt Health Practice Leader 

5.00 – 6.00pm Networking drinks and canapes 
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“WE SAID THIS!”  
The power of patient opinion and its influence on 

patient safety 

Associate Professor Michael Greco 
Founder and Chief Executive 
Patient Opinion Australia 



What is Patient Opinion? 
 We are not-for-profit, both here and in other countries 
 Our mission is to make it safe and simple for people to ‘share their 

experience’ in a way that makes it easy for busy staff to connect with the 
authors of stories, and to learn from this type of feedback to help improve 
care. 

 It’s about the power of stories to highlight safety and quality strengths and 
areas requiring further improvement 
 



Engaging on whose terms? 
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Building relationships with your 
patients/consumers through  

public online engagement 
 

Patient Opinion Australia 

mailto:info@patientopinion.org.au


What makes Patient Opinion so different? 
 We aim to share stories with as many people as possible who can learn 

from it, and use it to make a difference. 
 What patients/carers should know is that: 

 they shouldn't have to tell their story more than once 
 their story should be shared across the local health economy 
 their story should be available to people improving healthcare, whether 

locally, regionally or nationally 
 their story should help future healthcare professionals too 

 Not only sharing stories, but seeing who has read them 
 The more widely a story is read, the more impact it can create, and the more 

learning and change can result. 
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Patient expectations of online feedback 
• Independent – of being skewed 
• Safe – stories are in ‘good hands’ 
• Responsive – opportunity for response 
• Anonymous – care won’t be affected 
• Public – more difficult to ignore 
• Constructive – it’s about service improvement 
• Accessible – easy to use 

 



Example conversations leading to change 
 Aboriginal woman left stranded 

 
https://www.patientopinion.org.au/opinions/64153  

 
This story from Kimberley Health highlighted lack of access to specialist 
healthcare which resulted in safety issues for the patient. The story led to 
changes being planned to access issues.  

 

https://www.patientopinion.org.au/opinions/64153


 







 



 





Example conversations leading to change 
 CEO indebted to patient’s relative: 

 
https://www.patientopinion.org.au/opinions/62059  

 
This story had huge impact on CEO and staff.  As a result, accessing enough 
copies of book to provide one to all clinicians and hopefully over time, to all 
staff. Plus looking at how to provide the type of communication training 
mentioned in the book 

 

https://www.patientopinion.org.au/opinions/62059


 



 





 



 



Key points 
 Feedback should be about resolving issues, restoring relationships, and 

reducing complaints in ‘real-time’ 
 We seem to be collecting a lot of data on patient experience (focus more on 

metrics) with little evidence of change 
 Many of our feedback systems are one-way (it’s about what the system 

wants) rather than two-way where consumers ‘feel heard’ and can see the 
outcome of their feedback 

 If you are collecting patient feedback and not sharing it with all staff, then 
you will struggle to change culture.   

 Feedback should be more about staff learning rather than driving consumer 
choice (different from TripAdvisor approach) 
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“THEY SAID WHAT?!” 
Managing your brand and reputation in the social 

media age 

Greg Daniel AM 
National Practice Leader 
Social Media Intelligence 
KPMG Australia 



Social Media 
Intelligence 



Social Media presents Opportunity and Risk 

CUSTOMER 
BOYCOTTS 

INAPPROPIATE  
EMPLOYEE ACTIVITY 

INFORMATION  
LEAKAGE 

ACTIVISM 

INVESTOR  
RELATIONS 

SALES 

ACCOUNT  
HACKING 

CUSTOMER  
SERVICE 

COMPETITIVE  
INTELLIGENCE 

BRANDING 

CAMPAIGN  
ANALYSIS 

THOUGHT- 
LEADERSHIP 

DUE 
DILIGENCE 

STAKEHOLDER  
MANAGEMENT 

EMPLOYER  
OF CHOICE 

BRAND-JACKING 

POLICY  
DEBATE 

COPYRIGHT 

DEFAMATION 

MEDIA  
MANAGEMENT 

CHANGING CUSTOMER 
BEHAVIOUR 

CORPORATE 
ESPIONAGE 

BRAND  
MANAGEMENT 

QUALITY  
ASSURANCE 

REPUTATIONAL 
DAMAGE 

DIVESTMENT  



 







KPMG’s Tool Evaluation Framework 
KPMG uses a specialist developed methodology in the evaluation of tools, in presenting an objective of the appropriateness of tools.  There are eight broad 
measures upon which tools evaluated principally against tool capability.  These measures are compared against cost and factors unique to the particular 
business.  Under these eight broad measures, are 32 specific values upon which a tool is assessed.  

The query is the starting point of an social 
media analysis.  To draw the best quality 
information, the query mechanism 
must be clear and customizable to 
ensure that searches can recall a broad 
scope of mentions, but still be precise. 

Good access to a breadth of social 
media sources is important in 
considering a rounded view of social 
media data.  Sources refer not only to 
access to certain platforms, but also what 
kinds of mentions within platforms are 
included. 

Being able to analyse data in ways that 
are applicable to your business is critical 
in drawing findings fit for action.  The 
clarity of analysis, the relevance of 
features and the ability to work within 
the platform are critical success factors. 

Alerting is a critical pillar of value of 
confidence in a tool.  Establishing a simple 
alert that meets relevant criteria and is 
dependable assists teams in commencing 
more thorough analysis and/or making new 
communications. 

Scale and passion can be quantified most 
valuably through consistent examination.  

Ongoing and campaign reporting functionality 
can ensure that fair comparisons can be 

made, accountability can be demonstrated, 
and improvements can be actioned. 

Tools should be able to integrated with 
business objectives and systems and 

team structures.  Good tools make 
these allowances for preferences 

and enable data to be exported so as 
to be appropriated for any purpose. 

A reality of tools’ effectiveness is in 
their presentation of data, and how 

intuitively the layman can draw 
findings.  The visual appeal of the tool 

is also in attracting an interested 
audience.  

Tools are difficult to manage, and 
occasionally will require service support.  

Account management should be 
immediate and to the point, like social 

media, and assist you actively in achieving 
objectives. 
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Service Methodology: Social Media Research  
 

Social media is a vast and valuable data source 
Social media is a vast data source, an open ended and vibrant medium where people have been contributing information for over ten years. 

From a research perspective, social media offers a significant opportunity to understand dominant trends in activity, perceptions and experiences.  Social media allows for organisations to 
access this intelligence in a way that is fast, cost-effective and which can reach individuals in inter-state or international jurisdictions.  Social media research should be divisible into geo-
locations or personas so that the data can support sophisticated marketing models. 

Research on social media is highly impactful, but it requires considered and professional approaches to ensure that a wide range of views are considered and that certain searches don’t 
necessarily bias results.  The challenge is to synthesize large and unstructured data sets into simple thematic trends, and provide the client with actionable insight, not just more data. 

Best applications of social media data involve using it to improve social, digital and broader communications, ensuring quality in existing products and experiences, and opening new 
potential product lines. 

Our methodology 
KPMG uses a unique hybrid methodology combining leading tools with specialist consultants to deliver high impact work, and assist our clients in achieving positive business outcomes.  

Understand 

KPMG works with the client to set a 
vision for key business questions and 
problems that the social media 
research will address: 

• Are there existing data structures 
or business frameworks that we 
can feed social media into, or 
analyse against? 

• What is the intended use of this 
information? 

• Are there any hypothesis at play 
that should can be corroborated or 
called into question? 

Design 

KPMG considers the breadth of social 
media information using desktop 
research and our specialist social media 
and sector experience to design a logical 
and objective process: 

• What search terms and query strings 
are appropriate here? 

• What types of social media data 
should we research? 

• How can we ensure that we get 
access to the most important data? 

• How can we present this information 
that meets the objectives of the 
research and aligns with the client? 

Research 

KPMG’s analysts use automated tools 
like NUVI and investigative techniques 
to produce and categorise data in 
such a way that analysis can occur: 

• What are we seeing in relation to 
this topic?  What are the dominant 
themes of conversation by 
volume? What is the sentiment 
around those? Who is influencing 
perceptions? 

• Does this differ from the client’s 
hypothesis? 

Insight 

KPMG’s consultants piece together 
the information to real give actionable 
insights for the client to use: 

• What does this mean for the 
client? 

• How should they change their 
social media program or broader 
organisation in light of this 
information? 

• How can the client repeat this 
process, or tap into it so that this 
continues to be valuable for the 
future? 
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Questions 

Greg Daniel AM 
National Practice Leader 
KPMG Social Media Intelligence 
0432 064 777 
gdaniel1@kpmg.com.au 

 

Associate Professor 
Michael Greco 
Founder and Chief Executive 
Patient Opinion Australia 

mailto:gdaniel1@kpmg.com.au
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Mental health in the workplace 
The role work and workplace trauma may have in accelerating 

mental illness 

Associate Professor Samuel Harvey 
Leads the Workplace Mental Research 
Program 
Black Dog Institute 
 



Key questions 
1. Why is everyone talking about mental health in the workplace? 
2. How do workplace factors impact on mental health? 
3. What does the latest research suggest we should do? 
4. What type of workplace interventions are effective? 
5. What can we learn from research in high risk industries? 



UNSW / BDI Workplace Mental Health Research Team 
 Established in 2012 
 Focus on understanding the link between work and mental health 
 Use the best research evidence to create ‘real world solutions’ 
 Funding from NSW Health, Beyondblue, Movember, EML and NMHC 

 



Why is everyone talking about workplace mental health? 



Not an epidemic of new cases, just increased recognition 
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Key questions 
1. Why is everyone talking about mental health in the workplace? 
2. How do workplace factors impact on mental health? 
3. What does the latest research suggest we should do? 
4. What type of workplace interventions are effective? 
5. What can we learn from research in high risk industries? 



How do work factors impact on mental health? 
 

Stress at work 

Ill Health 

Sickness 
Absence 



HSE Management Standards Approach 
  





But….in order to 
really understand the 
relationship between 
work and mental 
health, need to think 
about a combination 
of factors 



The combination of high demand and 
low control associated with increased 
risk of mental illness 
 
Modeling suggests 1 in 7 cases of 
common mental disorder could be 
prevented if this combination eliminated 

Same combination of 
high demand and low 
control associated with 
increased risk of long 
term sickness absence. 



 12 000 primary school children in 1962 
 Child parental and teacher interviews 
 Re-established in 1999 
 98% traced – sent q’aire in 2001 
 Asked about employment status – in particular if “Permanently sick or disabled”  
 Data available on 6852 individuals 



Variable / Subvariable Adjusted for sex, year of birth, IQ aged 
7, fathers social class 
OR (95% CI) P (trend) 

“Often complains of 
pains and aches” 

“No” 1.0 p<0.001 
“Somewhat” 2.07 (1.26,3.42) 

“Certainly” 4.66 (2.04,10.68) 

“Often appears 
miserable, unhappy, 
tearful or distressed 

“No” 1.0 P= 0.03 
 “Somewhat” 1.0 (0.67,1.51) 

“Certainly” 4.65 (2.13,10.15) 

“Tends to be absent 
from school for trivial 
reasons” 

“No” 1.0  p=0.007 
“Somewhat” 1.71 (1.10,2.66) 

“Certainly” 1.88 (0.88,4.05) 

“Tends to be fearful or 
afraid of things” 

“No” 1.0 p = 0.90 
“Somewhat” 0.90 (0.66,1.24) 

“Certainly” 1.68 (0.87,3.23) 



  

  



Need to consider the balance of risk factors 
 

Workplace risk 
factors 

Individual 
attributes 

Workplace 
protective 

factors 

Non-work 
factors 



Key questions 
1. Why is everyone talking about mental health in the workplace? 
2. How do workplace factors impact on mental health? 
3. What does the latest research suggest we should do? 
4. What type of workplace interventions are effective? 
5. What can we learn from research in high risk industries? 



Why bother with research? 
 Things that seem like a good idea have a history of not working or having 

unexpected consequences (e.g.) debriefing, back education, pre-
deployment education 

 We now have a suite of interventions that do have an evidence base or are 
evidence-informed 
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A number of evidence-based or evidence-informed strategies were identified for 
each of these domains: 

1. Designing and managing work to minimise harm – enhance flexibility 
around working hours and encourage employee participation, reducing other 
known risk factors and ensuring the physical work environment is safe 

2. Promoting protective factors at an organisational level to maximise 
resilience –build a psychosocial safety climate, implement anti-bullying 
policies, enhance organisational justice, promote team based interventions, 
provide manager and leadership training and manage change effectively 

3. Enhancing personal resilience – provide resilience training and stress 
management which utilises evidence-based techniques, coaching and 
mentoring, and worksite physical activity programs 

4. Promoting and facilitating early help-seeking – consider conducting well-
being  checks, although these are likely to be of most use in high risk groups 
and should only be done when detailed post-screening procedures are in 
place, use of Employee Assistance Programs which utilise experienced staff 
and evidence-based methods and peer support schemes 

5. Supporting workers recovery from mental illness – provide supervisor 
support and training, facilitate partial sickness absence, provide return-to-work 
programs, encourage individual placement support for those with severe 
mental illness, provide a supportive environment for those engaged in work 
focused exposure therapy 



“evidence-informed”  
versus  

“evidence-based” 





Development of evidence-based workplace interventions for 
first responders in NSW 
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Development of evidence-based workplace interventions for 
first responders in NSW 
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• Could we come up with new ways to 
prevent some cases of mental 
illness? 
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Non-work 
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What factors were important for emergency workers? 



Factors we looked at amongst first responders 
 

Workplace risk 
factors 
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Background 

The mental health of Australia’s emergency service workers 

Over recent years there has been increasing media and policy maker interest in the mental health of 
police and other emergency service workers (ESW) [2]. The increased focus appears to be well 
founded.  ESW are repeatedly exposed to potentially traumatic events (PTE).  Our research 
team has recently published data on Australian ESW, that demonstrates the mental health impact of 
this increase exposure to PTEs [1].  As demonstrated in Figure 1, we have shown that amongst 

ESW that had attended more than twenty incidents involving a fatality (25% of our sample), 

more than one in five had symptoms consistent with post-traumatic stress disorder (PTSD), 

with similar numbers reporting depression and even greater numbers with sleep difficulties 

[1].  These results are similar to estimates from other international studies of ESW [3], and 
represent a prevalence of symptoms far in excess of that seen in the general population [4].   
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The mental health burden faced by ESW creates an enormous cost, both for the individual workers 
and for society more generally.  ESW dominate the list of “high risk occupations” for work-

related mental illness claims, with police officers, paramedics and fire fighters taking three of the 
top seven occupations for workers’ compensation claims per hours worked [5].  Within New South 

Wales, injured police officers alone have been found by the Auditor General to cost the state 

over $200 million per year [6]. While the enormous financial costs of trauma-related mental 
illness amongst Australian ESW can be estimated, the personal cost is harder to quantify.  
Emergency workers with PTSD and other mental disorders will often lose their career, damage their 
relationships with partners and family and may develop a range of co-morbid problems such as 
substance misuse [4]. Figures from the Victorian Coroners Prevention Unit show that the rate of 

suicide amongst paramedics is four times the average of other work groups [7], leading some 

to propose there is an epidemic of emergency worker suicides [8].  Given the work undertaken 
by ESW to protect other members of society, there is a strong moral argument for society to be 
doing more to reduce the mental health costs borne by these workers.    
Preliminary data suggesting retirement may be a key risk period for ESW 

Almost all of the published studies examining the mental health of ESW have focused exclusively 
on currently employed emergency workers [3], with only a few small American and European 
studies considering mental health of retired emergency workers [9-11].  A cross sectional survey of 
1,334 retired Scottish police officers found significant levels of depression and anxiety after 
retirement [10], while a survey of retired Irish ESW demonstrated 30% had symptoms of PTSD 
with retired ESW having significantly lower quality of life scores when compared to similar groups 
of retired public sector workers [9]. 

Our research group has recently published preliminary data which allowed, for the first time, 

direct comparisons of the prevalence of various mental disorder between currently working 

and retired Australian ESW [1].  Using data from 274 currently employed and 256 retired fire 
fighters, we were able to examine rates of PTSD, depression and sleep disturbance.  As shown in 

Figure 1: Data from previous studies our 
research team has undertaken [1] examining 
the links between the cumulative trauma 
exposure experienced by ESW and a variety 
of mental health outcomes (N=753)  
!



Factors we looked at amongst first responders 
 

Workplace 
protective 

factors 



Individual 
attributes 

What factors were important for emergency workers? 

How can we measure and then increase the 
resilience of emergency service workers? 
 
Are now validated resilience scales (e.g. 
Connors Davidson Resilience Scale (CD-
RISC) 
 
Prospective study of new paramedic recruits.  
CD-RISC predicted future mental health 
problems  
 
Key question: Can you increase someone’s 
resilience? 
 





What the evidence tell us… 

 Certain types of resilience 
training are beneficial, in 
particular interventions utilising 
Mindfulness or CBT techniques 

 Need skill development (not one 
off sessions) 



RAW – Resilience@Work 

 Developed based on mindfulness 
and CBT principles 

 Brief, engaging weekly exercises 
 Focused on developing practical 

skills  
 Backed up with podcasts and other 

information 
 Randomized controlled trial 

amongst NSW emergency service 
staff 



Pilot data on RAW 

Resilience (as measured by 
the CD-RISC) increased…very 
exciting result 



Development of evidence-based workplace interventions for 
first responders in NSW 
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• Could we come up with new ways to 
help prevent some cases of mental 
illness? 



Now have a risk algorithm for 
men developing common 
mental disorder that works as 
well as the most popular 
cardiovascular risk algorithms 
 
Allows interventions to be 
targeted and highlights how 
risk can be altered 



Development of evidence-based workplace interventions for 
first responders in NSW 
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• Psychoeducation (needs to be 
done correctly) 

• Wellbeing checks (still 
researching) 

• Manager mental health training 



RESPECT Manager Training 

 Aims to: 
– Increase mental health literacy 
– Build managers’ skills and confidence in 

communicating with employees suffering from 
mental illness 

– Provide guidance on manager’s role during 
employee sickness absence 

 Rolled out as a randomised control trial – 
provides the highest level of evidence 

 Training delivered by the Black Dog Institute 

 Funding from EML 



128 Duty Commanders 

Randomisation Manager mental 
health training 

Usual manager 
training and support 

Followed up all managers for 6 months 

 Confidence in dealing with stress or mental health matters 
amongst staff 
 

 Change in behaviour towards staff 
 

 Change in levels of sickness absence amongst those they manage 



128 Duty Commanders 

Randomisation Manager mental 
health training 

Usual manager 
training and support 

Followed up all managers for 6 months 

 Confidence 
 
YES – those who got the mental health training had significant 
increase in confidence that was still present after 6 months(p<0.05) 
 
 Change in behavior towards staff 
 
 YES – those who got the mental health training much more likely to 
contact staff who were absent due to mental health problems 
(p<0.05) 



128 Duty Commanders 

Randomisation Manager mental 
health training 

Usual manager 
training and support 

Followed up all managers for 6 months 

 Change in levels of 
sickness absence amongst 
those they manage 

 
YES– 15% reduction in 
workers compensation leave 
(p=0.03, but not in all models) 

Return on Investment $10 for 
each $1 spent 
 



Development of evidence-based workplace interventions for 
first responders in NSW 
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• World first guidelines for how PTSD should 
be diagnosed and treated in first responders 

• Endorsed by the Royal Australian and New 
Zealand College of Psychiatrists 

• Material being developed for both clinicians 
and emergency service workers 



What does this mean for other types of workplace and other 
industries? 

1. Example of how an evidence-informed framework can be used  
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A number of evidence-based or evidence-informed strategies were identified for 
each of these domains: 

1. Designing and managing work to minimise harm – enhance flexibility 
around working hours and encourage employee participation, reducing other 
known risk factors and ensuring the physical work environment is safe 

2. Promoting protective factors at an organisational level to maximise 
resilience –build a psychosocial safety climate, implement anti-bullying 
policies, enhance organisational justice, promote team based interventions, 
provide manager and leadership training and manage change effectively 

3. Enhancing personal resilience – provide resilience training and stress 
management which utilises evidence-based techniques, coaching and 
mentoring, and worksite physical activity programs 

4. Promoting and facilitating early help-seeking – consider conducting well-
being  checks, although these are likely to be of most use in high risk groups 
and should only be done when detailed post-screening procedures are in 
place, use of Employee Assistance Programs which utilise experienced staff 
and evidence-based methods and peer support schemes 

5. Supporting workers recovery from mental illness – provide supervisor 
support and training, facilitate partial sickness absence, provide return-to-work 
programs, encourage individual placement support for those with severe 
mental illness, provide a supportive environment for those engaged in work 
focused exposure therapy 



Each of the interventions / training programs developed has 
now been adapted for other workplaces 

 Resilience training 
– www.rawmindcoach.com 

 
 RESPECT manager training 

– Face to Face via Black Dog Institute 
– Working with beyondblue to develop online version of manager training 

http://www.rawmindcoach.com






What we are developing next… 

 Developing new smartphone app in 
partnership with beyondblue 

 Allow workers to screen themselves 
for mental health symptoms and 
risk 

 30 day ‘mental health challenge’ 
 Allows workers to have total control 

over the process 
 World first RCT just commenced 
 Next step – linkage to manager 

training, activity monitoring, etc 



Co-design of an app 

USERS EXPERTS 

• Psychiatry 
• Psychology 
• Human-computer 

Interaction 
 



Headgear features 

Mood 
Tracking 

Evidence based 
Intervention 

(Psychoeducation, mindfulness, behavioural activation) 

 
   Risk Assessment         a 

 
 
 
 
 
 
 

Emergency support 
 

Psychological 
Skill Kit 



30-DAY CHALLENGE – Evidence Based Intervention 



https://www.youtube.com/watch?v=4zVGynSWe0U 

Watch a short video… 

https://www.youtube.com/watch?v=4zVGynSWe0U
https://www.youtube.com/watch?v=4zVGynSWe0U


Headgear trial 

26% 

74% 

Female Male

 Headgear is the largest ever trial of a smartphone app designed to treat and 
prevent depression 

 Total Sample Size = 3121 (Mage = 39.89 SD = 11) 
 74% Male 
 55% in Male Dominated Industries 

 
 

41% 

14% 10% 

28% 

7% Hypermasculine - M > 70

Male Dominated - M 55-69

Mixed - M 45-54

Female Dominated - M > 44

Unknown



Trial design 

 Randomised Controlled Trial 
 
 

                                             vs       
 



User comments 
 

 

“Thank you for the opportunity to use the app. It has been of great benefit to me enabling me to see patterns and assisting 
me to change to a more positive mood which has helped with not only my mental health but my physical health as well. 
Thanks.” 
 
“The app was great for me and it had lots of useful tools that I can go back to. It gave me a sense of control that motivated 
me to keep trying and that made me feel good. Having it all there in an app was nice to help me with my skill set of 
improving my mental wellbeing. Thank you. This app should be available to everyone. The value driven action was a great 
one to put my life into more perspective.” 
 
”I went to see my GP after monitoring my mood - I has realised how down I was feeling until I was tracking it with the app - 
I feel better for getting some help” 
 
“This app came at the right time. Saved me , as I was going off the rails big time. Very helpful. Thank you.” 
 
 



Thank you 
 
 

 

 
 
 s.harvey@unsw.edu.au 
 www.rawmindcoach.com (resilience training) 
 www.blackdoginstitute.org.au (manager and other types of mental health 

training) 
 https://www.headsup.org.au 

mailto:s.harvey@unsw.edu.au
http://www.rawmindcoach.com/
http://www.rawmindcoach.com/
http://www.blackdoginstitute.org.au
https://www.headsup.org.au/
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Cyber security risk: the Victorian public health 
sector 

Poppy Economakos 
Senior Risk Adviser 
VMIA 

Rhiannon Hardwick 
Risk Officer 
VMIA 





Overview 

What is cyber 
risk? 

Cyber risk in 
Victoria’s 

public health 
system 

Preventing 
harm: risk 

management 
and cyber risk 

Recovery: 
Insurance and 

cyber risk 



What is cyber risk? 

“Any risk emerging from the use 
of information and 

communication technology 
(ICT) that compromises the 

confidentiality, availability or 
integrity of data or services”  

Geneva Association, 2016 
 



What is cyber risk? 

Cyber risks: global trends 



Vulnerabilities 

Cyber risk in Victoria’s health system 

Clinical 
Governance 

Systems 

Financial 
Sustainability 

Organisational 
Culture and Strategic 

Governance 

Inter–Agency 
Relationship 
Management 

Workforce Models 

Information 
Technology and 
Communication 

* Source - VMIA RFQR reviews 

Health sector context 



Cyber risk in Victoria’s health system 

Local experience in health sector 



Cyber risk in Victoria’s health system 

Global experience in health sector 



99 

Cyber risk in Victoria’s health system 

What is your data worth? 



Cyber risk in Victoria’s health system 

How would it work? 

https://securityevaluators.com/hospitalhack/ 

https://securityevaluators.com/hospitalhack/


Cyber risk in Victoria’s health system 

Government response 

Engagement 
Planning 

Partnering 
Service maturity 

Capability 



Cyber risk in Victoria’s health system 

Current state 

The sector is ill equipped to fend 
against increasing cybersecurity 

threats, or respond or recover from a 
cybersecurity incident. 



What is cyber risk? 

Current state: key issues 



Cyber risk in Victoria’s health system 

Current state: key issues 



Preventing harm: risk management 

Cyber risk management landscape 

Secure 
the cyber 
perimeter 

Cyber 
committee 

Risk 
profile & 
appetite 

Assess, 
Measure 

& Mitigate 

Cyber 
insurance 



Preventing harm: risk management 

Cyber risk management landscape 



Preventing harm: risk management 



Preventing harm: risk management 



Recovery: insurance 

Counting the cost 



Recovery: insurance 

Global insurance response 



Recovery: insurance 

VMIA’s response 

Policy Limit Deductible/Excess 

$5,000,000 each & every claim $2,500 or $10,000 if failure to encrypt 
data, use anti-virus protection or install 

firewalls $50,000,000 annual aggregate, 
shared across VMIA entities 



Recovery: insurance 

VMIA’s response 

Protection for your organisation (first party expenses) 
Breach response expenses  
Data restoration costs  
Extortion costs 
Business interruption costs 

 
Protection for your legal liabilities (third party expenses) 

Personal data breach  
Corporate data breach  
Breach of data protection by an outsourced provider  



Questions? 
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From Drones to Genomes 
Technology and The Future State of healthcare 

 

Paul Hirst 
Executive Director 
Kianza 



Change is needed 



Change is coming 



3D Printing 

Change is coming 

Augmented Reality 

Artificial Intelligence Big Data 

Virtual Reality 
 

Drones 

Genomics 

Chatbots 

Blockchain 

Location Services Wearables 

Telemedicine 

Nanotechnology 

Sensors 
 

Haptics 
 
 

Robotics 
 

Internet of Things Mobility 

Mixed Reality 



Genomics 



Genomics 



Biometrics 



Artificial Intelligence 



Artificial Intelligence 



Artificial Emotional Intelligence 



Chatbots 



Virtual Reality 



Virtual Reality 



Augmented Reality 



Robotics 



Robotics 



Robotics 



Robotics 



Robotics 



Robotics 



Robotics 



Robotics 
 

http://www.abc.net.au/news/science/2017-09-15/dna-robots-that-walk-and-sort/8903138


3D Printing 



3D Printing 



3D Printing 



3D Printing 



Drones 



invisible care 

The Future of Health 



Thank you 



Aon Medical Malpractice Claims Insights  
within private hospitals in Australia 

Ken Corcoran Health Practice Leader – Pacific 
Aon Risk Solutions 

 



Private Hospital Facts 

• Nearly half of Australian hospitals are private. 
     In 2014-15 there were 1322 hospitals in Australia, 624 of which were private.     
 (AIHW, 2014-15, p3) 
 
   

• 1 in 3 hospital beds are private. 
     There were 92,100 hospital beds in Australia, about 32,000 were private       
hospital beds and chairs. (AIHW, 2014-15, p4) 
 

• Nearly 1 in 3 (32%) patient days occur in private hospitals. 
     In 2014–15, there were 28.8 million patient days in Australia, 9.39 million      
of which occurred in private hospitals. (AIHW, 2014-15, p16) 
 



Average number = 459  

Total Number of Claims Per Year (10 year period) (14 
hospital groups)  



Average Cost of Claims Per Bed Per Year (14 hospital 
groups) 

Median = 604 

Total no. beds = 21513 



Number of Claims Per 100 Beds per annum (14 hospital 
groups) 

Total beds = 21513 



Average Cost of Claims Per State & % Claims of Total Overall 
Australian Claims (10 year period, all hospital groups) 



Type of Claims (2006-2016) 

Largest incurred $4.8m 

Largest incurred $9.7m 

Largest incurred $2.2m 

Largest incurred $4m 



Top Ten Largest Claims Incurred (2006-2016) 

Rank  Claim Type Largest Incurred 
1. ObGyn $9.7m 
2.  Surgical $4.8m 
3. Surgical $4.7m 
4. Fall $4m 
5. Psych $3.8m 
6. ObGyn $3m 
7. Surgical $2.5m 
8. Psych $2.4m 
9. Surgical  $2.33m 
10. Surgical $2.30m 
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