


The lack of a cyber risk policy leaves councils vulnerable 
to an increasingly punitive regulatory environment, 
particularly legislation under the Privacy Act.

In the future, the risk to reputation is expected to rise, especially 
with the introduction of Federal government mandatory data 
breach legislation, which is likely in late 2016. The expected 
legislation will require that organisations immediately disclose 
to a customer or constituent when their personal information 
has been breached. Given this is not already law in Australia; it is 

that follows an organisation when it advises its customer 
that their personal information is in the hands of a hacker.

Paul Crapper, Aon Australia’s National Head of Local 
Government says cyber risk is dawning as an area of concern 
with several Australian councils recently enquiring about 
getting help with cyber risk in discussions about insurance.

‘Some councils already understand cyber risk and the potential 

breach occurs, some are interested and want to have a look 
at it, while others think it’s irrelevant which is fascinating 
given the level and complexity of information they hold.’

Mr Crapper believes councils need to become more 
commercial in their thinking both in tendering competitively 
for their insurance and risk assessment needs and in 
responding to ever increasing cyber dangers.

‘Part of being more commercial in the changing business 
landscape that local government is exposed to is being 
more cognisant of things like cyber,’ he says.

Mr Crapper believes the imminent mandatory data breach  
 

‘If you are running a business and your business is council 
and you have never thought about having robust cyber 
coverage in the past, then you are about to get a very 
rude awakening because if you breach privacy under 
the new legislation you will have a major problem.’

level of sensitive, private community data they hold 
and the reputational consequences of a breach.

‘The ratepayer information and the credit card details used 
for paying things like pet fees and rates is only part of it. 
Then there’s all the immunisation records of children and 
the health and address records associated with aged care 

information also − do people want that getting out there?’

Councils may believe they are covered for cyber risk under 
their professional indemnity policies but that may only cover 
damage done after the fact, not the cost of responding 
to the breach such as communicating the breach to those 

Cyber ready with Aon

Aon is developing new digital security services for 
the Australian market including risk assessment 
experts that can come in and carry out a cyber 
health check, the results of which can direct the 
form of policy coverage. Cyber health checks 
were referenced in the Federal government’s new 

free cyber 
risk diagnostic desktop tool that is available to 
councils to assess their potential level of exposure.

‘These will help councils anticipate cyber risk 
and mitigate cyber risk,’ says Mr Crapper. 

Aon is also developing policies that cover what 
Fergus Brooks, Aon National Practice Leader, 
Cyber Risk calls the ‘post breach world.’

‘When an insured feels they may have had a 

This would see the insurer’s cyber coverage panels 
include crisis management companies, forensics 

with ‘breach coaches’ that can lead a council 

‘The whole world is about to change,’ says Mr Brooks 
of the Australian cyber policy market.

Find out more
For more information, contact Paul 
Crapper, National Head of Local 
Government, on 03 9211 3313 or  
paul.crapper@aon.com.  
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